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General Terms and Conditions of Service of Host 
Europe GmbH 

These General Terms and Conditions of Service are provided in English for your 

convenience. Please note that in case of a dispute or discrepancy between the German 
and the English translation, the German version shall prevail. 

These General Terms and Conditions of Service apply as from 17 February 2024. 

 

PART 1 GENERAL TERMS AND CONDITIONS 

§ 1 Applicability 

(1) Host Europe GmbH, c/o WeWork, Friesenplatz 4, 50672 Cologne (hereinafter 
referred to as the “Provider”) shall deliver for the brand HOST EUROPE its services 
exclusively on the basis of these general terms and conditions of service (or "Terms of 
Service", as defined below). These Terms of Service also contain additional provisions 
applicable to the use, in the European Union ("EU"), of the Site and/or of the DSA 
Services (as defined below). These Terms of Service shall also apply to future 
agreements concluded between the parties relating to HOST EUROPE goods and 
services, even without any further explicit reference thereto. 

(2) We shall not recognise terms and conditions of the Client that deviate from our own, 
unless we had expressly agreed thereto in writing. Our Terms of Service shall apply even 
when we unconditionally supply goods and services to the Client while being aware that 
the Client’s general terms and conditions contradict our terms or are different 
therefrom. 

(3) Definitions 
"Terms of Service" refer to this document which is composed of (i) Part 1 - General 
Terms and Conditions, (ii) Part 2 - Special Conditions, and (iii) Part 3 - European Union 
Digital Services Act Supplemental Terms of Services. These Terms of Service apply (i) to 
the contract between the Client and the Provider as a whole, and, (ii) irrespective of the 
existence of any contract between the Client and the Provider, as regards Part 3, to the 
contractual relationship between the Provider and any user of the Site and/or the DSA 
Services. 

"DSA Services" refer to, among all the services provided by the Provider, the intermediary 
services provided in the EU or to EU users which come within the scope of the EU Digital 
Services Act. These notably include certain hosting products, dedicated and virtual 
servers, registrar services and e-mail services provided by the Provider in the EU.  
"Site" refers to the Host Europe website, as currently available at www.hosteurope.de . 
 

http://www.hosteurope.de/
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§ 2 Obligations of the Provider  

(1) The obligations of the Provider are outlined in the service specification for the 
respective product. Other assurances, service commitments or supplementary 
agreements shall only become effective when they are confirmed in writing by the 
Provider.  
(2) The Provider shall be entitled to expand the scope of his services, adapt and/or 
improve them to keep pace with technical progress. This shall apply in particular where 
the adaptation appears to be necessary in order to prevent misuse or if the Provider is 
required to adapt his services in order to comply with statutory regulations. 
(3) Should the Provider deliver additional services without charging an additional fee, 
the Client shall have no right to claim performance. The Provider shall, within a 
reasonable period, be entitled to discontinue such services previously made available 
free of charge, to amend such services or to only offer such services against payment. In 
such cases the Provider shall inform the Client in good time thereof.  
(4) The Provider shall only be under obligation to provide the Client with technical 
support in line with the contractually agreed services. Over and above this the Provider 
shall not provide the Client with any support services free of charge. The Provider shall 
not provide direct support for the Client’s customers unless otherwise agreed in writing.  
(5) Where the Client has been provided with fixed IP addresses the Provider reserves 
the right to change the IP address(es) allocated to the Client, should this become 
necessary for technical or legal reasons. The Client is not entitled to a particular server 
unless expressly assured in writing. The Client is aware that it may be necessary in the 
normal course of business to migrate him to another server without prior approval. The 
Provider will inform the Client about such changes according to this clause no. 5.  

 
§ 3 Obligations of the Client 

(1) The Client shall ensure that the information he provides is correct and complete. He 
undertakes to immediately inform the Provider of any and each change to the contact 
details he has given, and of any other data that is necessary for fulfilling the contract. The 
Client confirms that he is at least 18 years old and able to enter into contracts according 
to the applicable laws. 

(2) The Client will, on a daily basis, create backup copies of all data which may not actually 
be stored on the server, in order to ensure the rapid and cost-effective recovery of the 
data in the event of a system failure. The Provider has no obligation to make regular 
backup copies of Client’s data, unless we had expressly agreed thereto in writing. In the 
event of the loss of data the Client shall re-upload the affected data files to the Provider’s 
server and restore the configurations free of charge. 

(3) The Client may not infringe statutory prohibitions, moral standards or the rights of 
third parties (copyright law, trademark law, rights to the name and data protection law 
etc.) through his use of his website or the banners that appear on the website. The Client 
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may not enter its website details into search engines when making such entries, if and 
insofar as the Client infringes statutory prohibitions, moral standards or the rights of third 
parties through his use of keywords and similar technologies. In the event of any 
infringement of one of the aforementioned obligations, the Provider shall be entitled to 
suspend the provision of his services with immediate effect or to block access to the 
Client’s information. 

(4) The Client undertakes to regularly change the passwords received from the Provider 
for the purpose of accessing his services and to keep them strictly confidential. The Client 
shall immediately inform the Provider as soon as he becomes aware that the password 
has become known to unauthorised third parties. 

(5) When designing his website the Client undertakes not to use technologies that place 
excessive stress on the Provider’s installations. The Provider shall be entitled to block 
websites that use such technologies so they cannot be accessed by third parties, until such 
time as the Client has removed/deactivated these technologies. This shall not apply where 
Clients have sole use of entire servers (dedicated hardware).  

(6) The Client furthermore undertakes not to use the resources made available by the 
Provider for purposes that infringe statutory prohibitions, moral standards or the rights 
of third parties. Such purposes shall include the following in particular: 

(a) Unauthorised access to third party computer systems (e.g. hacking);  
(b) Disablement of third party computer systems by sending/forwarding of data 
streams and/or e-mails (e.g. DoS/DDoS attacks/spam/mail-bombing); 
(c) Searching for open ports (access) to third party computer systems (e.g. port 
scanning); 
(d) Sending of unwanted commercial e-mails (junk mails), unless the express 
permission of the recipient has been obtained or permission therefor has been 
otherwise granted; 
(e) The falsification of IP addresses, mail and news headers or the dissemination of 
malicious software. In the event that the Client infringes one or more of the 
aforementioned obligations, the Provider shall be entitled to suspend the provision of all 
services with immediate effect. We expressly reserve the right to assert claims for 
damages. 

(7) Where the transmission of a certain volume of data during an invoicing period has 
been agreed with the Client, the Client shall monitor this limit. Should the volume of data 
transferred (traffic) exceed the upper limit agreed with the Client for the respective time 
period the Provider shall invoice the Client for the corresponding amount for the 
excessive data traffic at the prices agreed therefor. 

(8) Where the Client independently administers, installs or distributes the licences 
installed on the servers, he undertakes to only ensure correct licensing.  
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§ 4 Conclusion of the contract, contract term, termination 

(1) The contract shall become effective upon acceptance by the Provider of the Client’s 
offer to enter into a contract. The contract shall either be expressly accepted or shall be 
deemed to be accepted as a result of the Provider commencing performance of the service. 

(2) Unless otherwise agreed, the contract may be terminated by consumer Clients (§13 
BGB) with a notice period of at least one month to the end of the initial term; otherwise, 
the contract shall be continued with an unlimited term ("subsequent term"). The contract 
can be terminated at any time during the subsequent term with a notice period of one 
month. 

For business Clients (§14 BGB), the minimum contract term shall be 12 months, unless 
otherwise agreed, and the period of notice for ordinary termination of the contract shall 
be one month to the end of the contract term. Unless agreed to the contrary and in the 
event that no notice of termination is given, the contract shall be automatically extended 
by the minimum contract term. However, if this is longer than one year the extension shall 
only be for one year. 

(3) The right of both parties to give extraordinary notice of termination for good cause 
shall remain unaffected. Good cause shall be deemed to exist for the Provider in particular 
if: 

(a) If the Client is in default with payment of the charges by an amount equivalent to two 
monthly basic rates; 

(b) In the event that the Client negligently violates a material contractual obligation and 
does not remedy the situation within a reasonable period of time. 

(4) The contract can be terminated in text form (§ 126b BGB). The notice of termination 
shall include the name of Client, Client number and the name of the contract to be 
terminated.  Where the Provider makes a corresponding termination function available,  
the contract can also be effectively terminated from within the Customer Information 
System (CIS).  

(5) For the purpose of domain registration, deviating provisions sometimes apply in 
relation to termination and these are set forth in § 13 of these Terms of Service. 

§ 5 Prices and payment 

(1) Usage-independent charges are due and payable in advance for the corresponding 
contract term, provided that a differing invoicing period has not been agreed with the 
Client. Usage-dependent charges become due and shall be paid at the end of the 
corresponding invoicing period. All charges shall be based upon the prices respectively 
agreed with the Client. 
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(2) The Client shall be deemed to be in payment arrears, even without being sent a 
reminder notice, if he does not pay within 14 days of receipt of the invoice or of being 
informed that the invoice has been entered onto the Customer Information System (CIS). 

(3) Unless otherwise agreed, the Client’s payments shall be made by SEPA direct debit 
collection. The Client shall issue the Provider, unless otherwise agreed, with a mandate 
under the SEPA core direct debit scheme to collect all of the charges arising from the 
contractual relationship. The mandate shall also apply to new bank details notified by the 
Client. The Provider shall notify the Client of the date of the corresponding direct debit 
collection in good time (so-called pre-notification). This notification shall be made by e-
mail to the debtor at least one working day before payment is collected. The Client shall 
ensure that, at the time agreed for collecting the direct debit payment, there are sufficient 
funds in his account to cover the payment. The Client undertakes to indemnify the 
Provider against losses arising as a result of the financial institution where the Client 
holds his account withholding payment for any reason. 

(4) For payments made using PayPal the corresponding PayPal terms and conditions shall 
apply in addition to these terms and conditions. The Client authorises the Provider to 
collect the corresponding invoice amount from his PayPal account.  

(5)  In the event of payment default, the Provider shall be entitled to demand interest in 
accordance with Sec. 288 German Civil Code (BGB), but not more than 10% per annum.  
The Client shall on the other hand be entitled to provide evidence that no interest – or 
significantly lower interest costs were incurred. 

(6) The Provider shall enter an electronic invoice onto the Customer Information System 
(CIS) for each payment. The Client states his agreement to this. Should the Client request 
that an invoice be sent by post, the Provider shall be entitled to demand an appropriate 
fee for each invoice sent. 

(7) In the event of the temporary blocking of services, the Client’s obligation to pay shall 
not be affected. 

(8) The Client may offset claims against the Provider only against undisputed or legally 
enforceable counterclaims. This shall not apply to the Client’s warranty claims, where 
these have been set off against the Provider’s claims for payment.  

(9) Private Clients will be charged the statutory rate of value added tax applicable in their 
respective EU country. 

§ 6 Warranty 

(1) The Client shall notify the Provider immediately of any defects and assist the Provider 
in the event of possible defect rectification work by making every effort to assist, in 
particular by taking all reasonable measures in terms of ensuring data security. 
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(2) The Provider points out that, given the current state of the art, it is not possible to 
create hardware and software that functions flawlessly for all combinations of 
applications or that can be protected against any and all forms of manipulation by third 
parties. The Provider gives no guarantee that the hardware and software it provides will 
meet the requirements of the Client or that it is suitable for certain applications and 
furthermore that the hardware and software will function without crashing, is free of 
defects and free of malicious software. The sole warranty given to the Client by the 
Provider is that at the time the hardware and software is either used or provided, it will 
function essentially in accordance with the manufacturer’s specification under normal 
operating conditions and with normal maintenance. 

§ 7 Liability 

(1) Irrespective of the legal basis, the Provider shall only be held liable in accordance with 
the following provisions 

(2) The Provider shall be liable in cases of intent and gross negligence in accordance with 
the statutory provisions. 

(3) In the case of simple negligence, the Provider shall only be held liable in the event of a 
breach of a material contractual obligation, the proper fulfillment of which constitutes a 
condition sine qua non and on the fulfillment of which the Client regularly relies and may 
rely (cardinal obligation). In such cases the Provider’s liability shall be limited to the loss 
or damage that is foreseeable and typical for the type of contract. 

(4) In the case of simple negligence, liability for all other damages shall be excluded, in 
particular for consequential losses, indirect losses and lost profits. 

(5) The aforestated limitations shall not apply in the case of death, physical injury or 
damage to health or in the event of liability claims in accordance with the Product Liability 
Act. 

(6) Where the Provider’s liability is excluded or limited the same exclusions and 
limitations shall also apply to the Provider’s employees, other staff, representatives and 
vicarious agents. 

(7) Within the scope of application of the German Telecommunications Act (TKG) the 
provisions regarding liability set forth in § 44a of the Act shall remain unaffected in any 
case. 

§ 8 Data protection 

The Provider collects, processes and uses the Client’s personal data in accordance with 
the statutory data protection provisions. Supplementary information on this issue can be 
found in the data protection declaration of Host Europe GmbH. 



 

 

 

 

 

 

 

 

 

 

 

7 

§ 9 Proprietary rights, licensing agreements 

(1) The Provider grants the Client the non-exclusive (simple) right to use the Provider’s 
software and third party software. This right of use shall be limited to the term of the 
contract. Transferring the right to use the software, other than with the agreement of the 
Provider for the purpose of contract transfer, or granting sub-licences for the software to 
third parties is not permitted. Continued use of the software following termination of the 
contract term is not permitted. The Client shall delete any copies of all software provided 
following termination of the contract. 

(2) For open source programs the respective currently applicable license agreements of 
the software provider shall apply in addition. The Provider shall make these license 
agreements available to the Client upon request. Where the terms and conditions of the 
software provider contradict these terms and conditions the terms and conditions of the 
software provider shall take precedence. 

(3) For Microsoft products: Some services offered by the Provider are provided to the 
Client directly by Microsoft; the Provider remains the Client’s contractual partner in this 
case. The usage of Microsoft Office 365 Services is subject to the Microsoft End User 
Licence Agreement ("Ms EULA") and the Microsoft Cloud Agreement, which are both part 
of this agreement, including regulations regarding data protection and data handling. The 
Client is aware and accepts that Microsoft may use, store or process his data (including 
personal data) in accordance with the Microsoft Cloud Agreement. By booking Microsoft 
products, the Client accepts the appropriate Microsoft regulations and policies. 

(4) Furthermore, the license agreements of the respective software manufacturer and, 
where appropriate, the manufacturer’s or software-specific additional terms and 
conditions of the Provider shall also apply. 

§ 10 Indemnity 

The Client undertakes to indemnify the Provider internally against any and all third-party 
claims that arise from unlawful or illegal activities of the Client and against material errors 
in the information provided by the Client. This shall apply in particular to infringements 
of copyright law, trademark law, data protection law and competition law and to breaches 
of §3(8) of these Terms of Service. 

§ 11 Applicable law, place of jurisdiction 

(1) The laws of the Federal Republic of Germany shall apply with the exception of  the 
unified United Nations Convention on Contracts for the International Sale of Goods (CISG).  

(2) Provided the Client is a registered trader, a corporate body under public law or a 
special fund under public law, the exclusive place of jurisdiction for all disputes arising 
directly or indirectly from this contractual relationship shall be Cologne. The Provider 



 

 

 

 

 

 

 

 

 

 

 

8 

shall furthermore be entitled to bring legal action against the Client at the Provider’s 
general place of jurisdiction. 

(3) The Provider does not take part on a dispute resolution in front of a consumer 
arbitration board. 

§ 12 Miscellaneous  

(1) All information and notices issued by the Provider can be addressed to the Client 
through electronic communication channels, in particular via the CIS or by e-mail to the 
e-mail address stipulated by the Client.  

(2) Should a provision of these Terms of Service or the contract be or become invalid or 
unenforceable or should it contain a loophole that must be closed, the validity of the 
remaining provisions shall remain unaffected. In place of the invalid or unenforceable 
provision the parties shall agree upon a new provision which comes as close as possible 
to the commercial purpose of the invalid or unenforceable provision. The same shall apply 
in the case of a loophole. 

PART 2 SPECIAL CONDITIONS 

§ 13 Special conditions applicable to domains 

(1) Where the Client registers a domain name via the Provider, the contract shall come 
into effect directly between the Client and the respective issuing service or registrar. In 
such cases the Provider shall act for the Client in the capacity of an agent. The terms and 
conditions of the respective issuing service or registrar shall then apply (please 
see: https://faq.hosteurope.de/index.php?cpid=2062). In case of a conflict with these 
Terms of Service, the relevant registration terms and conditions shall prevail. 

(2) The registration of domains is performed using an automated procedure. The Provider 
has no influence over the delegation of domain names. The Provider therefore assumes 
no liability in the event that the domain names for which the Client has applied cannot be 
allocated (delegated) at all or that the domain names are unencumbered by third party 
rights. 

(3) The Client undertakes to provide a reasonable degree of cooperation during the 
registration, transfer and deletion of domains and when making changes to entries in the 
databases of the issuing agencies. 

(4) The Client shall ensure that his domains and the content that can be accessed via these 
domains do not breach statutory regulations or infringe the rights of third parties. 
Depending upon the type of domain and/or the objective of the associated content, any 
other European and national legislation must also be observed. 

https://faq.hosteurope.de/index.php?cpid=2062
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(5) Should third parties be able to substantiate that domains or their content infringe their 
rights or should the Provider become convinced that, on the basis of objective factors, an 
infringement of the law is probable, the Provider may temporarily block such content and 
implement measures to render the corresponding domain unavailable.  

(6) The Client shall indemnify the Provider against third party claims for compensation 
resulting from the impermissible use of an Internet domain or its associated content.  

(7) Should the Client waive his right to use a domain name vis-à-vis the respective issuing 
service or registrar he shall immediately inform the Provider thereof.  

(8) Termination of the contractual relationship with the Provider shall not materially 
affect the existing registration contract for a domain concluded between the Client and 
the respective issuing service or registrar. However, cancellation orders relating to the 
domain registration must still be addressed to the Provider because the Provider manages 
the domain for the domain owner and therefore messages from the domain owner, 
including for contract termination, are to be regularly forwarded via the Provider to the 
respective issuing service or registrar. 

(9) In order for the simultaneous termination of the domain registration to become 
effective when the Client terminates the contractual relationship with the Provider, the 
Client must give express permission in writing to confirm that the domain is also to be 
cancelled and that it may be deleted. If the Client is not also the domain owner, the 
cancellation or deletion order shall require written consent from the domain owner or 
Admin-Cs. In this context, “written” means the approved form as set forth in § 4(4). 

(10) The period of notice for issuing domain cancellation orders to the Provider for all 
domains connected with the top level domains .de, .at, .com, .net, .org, .biz, .info, .eu shall 
be six weeks to the end of the contract term for domain registration. For all other domains 
the period of notice shall be three months. 

(11) With this in mind, the Provider shall immediately forward delayed domain 
cancellation orders to the domain registration service. We make clear however, that in the 
event that a cancellation order affecting the domain registration contract is not issued by 
the Client in good time and the period for which the domain is registered with the issuing 
service or registrar therefore becomes extended, the Client’s obligation to pay for the 
domain over this extended period shall remain effective. 

(12) If the Client terminates the contractual relationship with the Provider, but does not 
issue any express instructions relating to what should happen to the domains that were 
previously registered through the Provider, the Client’s obligation to pay for  the domain 
again remains effective. Following fruitless requests to the Client, sent to the e-mail 
address provided by the Client, to issue instructions regarding the domains within a 
reasonable period of time in accordance with § 4(4)), the Provider shall be entitled to 
transfer the domains to the direct administration of the respective domain registration 



 

 

 

 

 

 

 

 

 

 

 

10 

service or to release the domains on behalf of the Client. The same shall apply in the event 
that the Provider terminates the contractual relationship with the Client. 

(13) If domains are not transferred to the administration of a different provider at the 
latest at the time the agency contract for domain management (concluded between the 
Client and the Provider) is terminated, the Provider shall be entitled to transfer the 
domains to the direct administration of the respective domain registration service or to 
release the domains on behalf of the Client. This shall apply in particular in the event that 
the Client has issued instructions relating to the transfer of the domain to another 
provider, but the instructions were not actioned in time. 

§ 14 Special conditions applicable to e-mail services 

(1) The Client shall check incoming e-mail messages for his various e-mail accounts at 
regular intervals. The Provider reserves the right to delete the Client’s incoming personal 
messages once these have been opened or forwarded or if the Client has not opened e-
mail messages within three months of them being delivered to the mail server. The 
Provider furthermore reserves the right to return the Client’s incoming personal 
messages to the sender once the capacity limit applicable to the respective tariff is 
exceeded. The Provider shall also be entitled to set an appropriate limit for the size of 
incoming and outgoing e-mail messages. 

(2) The Provider may reject e-mail messages addressed to his Clients on the basis of 
objective criteria, when the facts justify the assumption that an e-mail contains malicious 
software (viruses, worms, Trojans, etc.), the sender’s details have been falsified or 
disguised, or that the message is an unrequested or unsolicited commercial 
communication (junk mail). 

(3) Sending so-called spam mails is strictly prohibited. This includes in particular the 
sending of inadmissible, unsolicited advertising to third parties. With regard to the 
sending of e-mails it is also prohibited to falsify the sender’s information or to disguise 
the identity of the sender by other means. When sending commercial communications of 
this character, the Client undertakes to clearly identify the e-mail as a commercial 
communication through its design and to comply with all of the applicable legal 
requirements. 

(4) If the Client sends spam e-mails within the meaning of the previous paragraph, the 
Provider shall be entitled to temporarily block the Client’s e-mail accounts that were used 
for this purpose. 

§ 15 Special conditions applicable to hosting products, dedicated and virtual 
servers 

(1) The Client provides explicit assurance that the provision and publishing of his 
websites' contents or data neither infringes German law nor any other relevant European 
and national legislation, including but without limitation, copyright law, trademark law, 
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rights to the name, data protection law and competition law. The Provider reserves the 
right to temporarily block content that appears to be dubious in this respect. The same 
shall apply if the Provider is requested by a third party to modify or delete content on 
hosted websites, because it apparently infringes upon third party rights. 

(2) In the event that the Client provides evidence that there is no risk of infringing third 
party rights or any other infringement of the law, the Provider shall make the websites in 
question available again to third parties. The Client herewith indemnifies the Provider 
against all third party claims for compensation resulting from impermissible content on 
one of the Client’s websites. 

(3) The Client shall be prohibited from providing the following services:  

• Internet Relay Chat (IRC) services 

• Anonymisation services 

• P2P online exchanges 

(4) When the Client has sole administration rights the Provider cannot manage the server. 
The Client therefore has sole responsibility for its content and the security of the server. 
He is responsible for installing security software, informing himself regularly about 
security vulnerabilities that become known and for removing such vulnerabilities. If the 
Provider makes security or maintenance software available this shall not release the 
Client from his responsibilities in this respect. 

(5) The Client undertakes to set-up and manage his server such that security, integrity, 
network availability, other servers and the software and data of third parties and of the 
Provider are not put at risk. 

(6) Should, as a result of his server security, a Client put at risk the integrity, network 
availability, other servers and the software and data of third parties and of the Provider 
or if the Client is under such a suspicion based upon objective circumstances, the Provider 
shall be entitled to temporarily block the server. This shall apply in particular to so-called 
denial of service attacks (DoS attacks) that the Client carries out via his server and also in 
the event that the Client is not responsible for the detrimental act or circumstances, e.g. if 
the Client’s server is manipulated and used by third parties. A wilful act carried out by the 
Client shall entitle the Provider to terminate the contractual relationship without notice 
and without first issuing a warning. 

(7) If spam e-mails are sent via the server (see the section “Special conditions applicable 
to e-mail services”) the Provider shall again be entitled to temporarily block the server.  

(8) Unless otherwise agreed, the Provider shall be under no obligation to back-up client 
data. If the Client instructs the Provider to provide a data backup service the Client shall, 
promptly and at regular intervals, check the data backed up by the Provider for 
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completeness and its suitability for data reconstruction. The Client shall immediately 
inform the Provider of any irregularities discovered. 

(9) The Provider shall be entitled to regularly check or audit the Client’s server for 
compliance with the contractual agreements and provisions, in particular the licensing 
provisions. In line with this, the Provider is in particular entitled to examine whether the 
Client has obtained a sufficient number of software licenses. The Client shall be obliged to 
cooperate during the performance of these audits. This includes providing the Provider 
necessary information and data in a timely fashion and adequate amount as well installing 
a perpetual software for this purpose or allowing an installation through the Provider.  

§16 Special conditions for Sucuri products 

For products of the supplier Sucuri, the terms and conditions of the supplier apply in 
addition to these terms, which can be found here: https://sucuri.net/terms/. 

 

PART 3 EUROPEAN UNION DIGITAL SERVICES ACT ("DSA") SUPPLEMENTAL TERMS 
OF SERVICES 

(1) This Part 3 sets out provisions, processes and disclosures that supplement the rest of 
these Terms of Service, as required under the DSA, which regulates the provision of 
certain digital intermediary services provided in the EU and notably sets out rules on the 
role of providers and imposes content moderation requirements and transparency 
obligations. These provisions only apply to you if you are in the EU and / or if you are 
using the Site or DSA Services. In the event of any conflict between the terms set out in 
this Part 3 and the other provisions of these Terms of Service, the terms of this Part 3 shall 
prevail.  

 
(2) Rules of conduct. Users are prohibited from providing, publishing or transmitting 
content which is incompatible with or violates these Terms of Service (including without 
limitation §3(3) to (6), §13, §14(2) to (4) and §15(1) and (7) above) or any applicable 
laws in the EU or in any EU country ("Unauthorized Content"). 
 
(3) Content moderation overview. The Provider may voluntarily take action against any 
Unauthorized Content in accordance with these Terms of Service (including without 
limitation §13(5), §14(4), §15(1) and §15(7) above). In addition, the Provider may receive 
notices through the Notice and Action Mechanism (described below) and orders from EU 
authorities reporting the presence of alleged illegal content on (or transmitted through) 
this Site or any DSA Service (including without limitation any website hosted by the 
Provider). The Provider will process these orders and notices, and take action based on 
the information provided. These actions may entail the restrictions mentioned in 
paragraph (5) below, or any other restrictions required by the relevant authority.  

 

https://sucuri.net/terms/
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(4) Notifying alleged illegal content – Notice and Action Mechanism. You may report to the 
Provider the presence, on this Site or on any DSA Service, of content that you consider to 
be illegal in the EU or any EU country at the following email address: abuse@hosteurope.de 
(“Notice and Action Mechanism”). For the Provider to be able to process your notice, 
please indicate in your email: (i) why you consider the content to be illegal, (ii) the 
electronic location of that content, such as the exact URL and (iii) your name, except in the 
case of content considered to involve offences concerning child sexual abuse or sexual 
exploitation, child pornography, solicitation of children or attempting/inciting/aiding to 
commit the previous offences. By submitting your email notice you will be representing 
that the information and allegations contained therein are accurate and complete.  
Depending on the nature of the DSA Service concerned by the notice, the way the Provider 
processes and addresses such notice may differ. 

 
(5) Restrictions. The Provider may, at any time and in some cases, without prior notice, 
remove or block the access to any Unauthorized Content provided on (or through) this 
Site or any DSA Service, or suspend or terminate access to a whole DSA Service (e.g., 
disabling a website hosted by the Provider). In addition, with respect to “repeat 
offenders”, namely users frequently providing manifestly Unauthorized Content, the 
Provider may suspend or terminate their access to this Site or to the DSA Services. The 
Provider will generally issue a prior warning before any suspension, other than in 
exceptional cases or where the Provider is otherwise legally required to take immediate 
action. When deciding on and applying such restrictions, the Provider will act in a timely, 
diligent, non-arbitrary, objective and proportionate manner.  

 
(6) Unfounded Notices. If any user frequently provides manifestly unfounded notices 
through the Notice and Action Mechanism, the Provider may suspend the processing of 
its notices. The Provider will generally issue a prior warning before any suspension, save 
for exceptional cases (as determined in its reasonable discretion) or where the Provider 
is legally required to take immediate action.  

 
(7) Measures and tools for review. Notices and orders are generally subject to human 
review. The Provider may also use a machine learning model that helps process certain 
claims and detect phishing on websites hosted by the Provider. Actions taken in response 
to notices and/or orders which relate to the provision of content by users of the DSA 
Service or visitors of the Site, if any, are generally subject to human review.  
 
(8) Right to terminate the use of the DSA Services. You have the right to terminate the use 
of the DSA Services in accordance with §4 and §13 of these Terms of Service.  

 
(9) Content Moderation Decisions. 
 
(A) This paragraph 9 may apply to you if: 

(i) Your issue relates to the use of one of the Provider's online platforms in the EU 
(meaning for instance a DSA Service involving the sale and purchase of aftermarket 
domain names); and 
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(ii) Your issue concerns: (y) a decision taken by the Provider further to a notice 
you submitted to the Provider regarding the presence of information considered 
to be illegal content on one of the Provider's EU online platforms; and/or (z) a 
decision taken by the Provider to remove (or to not remove) content or to suspend, 
restrict or terminate (or to not suspend, restrict or terminate) access to one of the 
Provider's EU online platforms on the ground that you or any user of the service 
provided Unauthorized Content, (a “Content Moderation Decision”). 
 

(B) If you disagree with a Content Moderation Decision, you may lodge a complaint 
against it with the Provider. The complaint must be lodged within six (6) months from the 
date on which you are informed of the Content Moderation Decision. To lodge your 
complaint, you will need to respond to the email informing you of the Content Moderation 
Decision and provide any additional context or information for the Provider to reassess 
the Content Moderation Decision. The Provider will review your complaint and respond 
through its internal complaint-handling system (the “Internal Complaint-Handling 
System”).  

If a user frequently provides manifestly unfounded complaints through the Internal 
Complaint-Handling System, the Provider may suspend the processing of its complaints, 
after a prior warning.  

(C) If you disagree with a Content Moderation Decision and/or the outcome of the Internal 
Complaint-Handling System, you may also engage with any out-of-court dispute 
settlement body certified by the relevant EU authority. For your information, decisions 
taken by these bodies are not binding. Also, the Provider may refuse to engage in such a 
procedure if the issue has already been resolved concerning the same content and the 
same grounds. The list of these certified bodies (if any) is expected to be published by the 
EU Commission shortly. We will update these Terms of Service once the relevant 
information becomes available. 

(D) In any case, you may also initiate judicial proceedings before a competent court, 
according to the applicable law, at any stage. 

(10) For the purposes of paragraphs (6) and (9) of this Part 3, “frequently” means the 
submission of 2 or more unfounded notices or complaints (as relevant) over a period of 
12 months. For the purposes of paragraphs (5), (6) and (9) of this Part 3, when 
determining whether a specific behavior requires such a suspension or termination and 
the duration of the suspension or termination, the Provider takes into account the 
relevant facts and circumstances, which may include such things as the volume of 
manifestly unfounded notices or complaints submitted within the period referred to 
above, the seriousness and/or the impact of the behavior. A notice may for instance be 
considered as manifestly unfounded if it is evident that it does not relate to alleged illegal  
content and instead refers solely to personal and/or subjective considerations. 
Specifically, as regards the provision of illegal content, these criteria also include the 
volume of illegal content provided, the extent of its impact and/or the gravity of the 
behavior (e.g., as regards the nature of the content concerned and its consequences) and 
the frequency of the behavior.  
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(11) Search Engine: Recommender Systems Disclosure.  

Our Site and certain of our DSA Services include a search engine that enables you to search 
for domain name registrations based on your query, account search history, and location. 
The search engine generates a list of results based on generic matching between the 
keywords or character sequences searched and the domain names available for purchase. 
If the exact domain name you searched for is unavailable, the search engine will display 
results for domain names that match your keywords and characters, potentially including 
alternative top-level domain names, which may take into account your location. For 
example, if you are located in Germany, the search engine may prioritize “.de” top-level 
domain names in order to present you more tailored results. Additionally, the search may 
feature partnerships labeled “Promoted” in the search results.  
 
The keywords or sequences of characters, that you searched are the most significant 
parameters used to determine the results, whereas search history, and location are 
secondary parameters used to further refine the list of results. As currently designed, the 
search engine does not allow you to change these parameters.  
 
(12) DSA Point of Contact. If you have any questions or queries about this Part 3 or any 
other DSA-related matters, you can contact us by email at the following address: 
DSAinquiries@hosteurope.de   

 

Status: 16.01.2024 
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